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The geopolitical landscape of Europe in the years following Russia’s 
aggression against Ukraine in 2022 underwent a profound and lasting 
transformation. Russia, once an actor that shaped the policies of numer-
ous European states through energy dependence, economic ties, and 
hybrid networks of influence, faced a dramatic narrowing of its opera-
tional space within the European Union and its immediate neighbor-
hood. Sanctions, coordinated diplomatic responses, a rapid shift toward 
alternative energy sources, and the growing awareness among European 
institutions of the Kremlin’s methods collectively led to the erosion of 
Russia’s position across key segments of Europe’s political and economic 
sphere. A similar process has characterized other authoritarian actors, 
which have also faced increasing pressure from democratic partnerships 
and mechanisms for protecting electoral integrity.

However, this very loss of influence has led to the adaptation and 
intensification of Russian hybrid activities. As direct channels of in-
fluence weaken, Russia and its proxy actors have increasingly ex-
ploited every available space to destabilize democratic systems, par-
ticularly during electoral processes, institutional crises, and periods 
of heightened social tension. Contemporary Russian activity in Eu-
rope is no longer limited to traditional diplomacy, propaganda, or 
economic pressure. It has evolved into a complex system of hybrid 
operations that combines disinformation, cyber activities, political 
interference, support for extremist actors, the instrumentalization 
of organized crime, the use of religious and identity-based narra-
tives, as well as new forms of economic and energy entanglement. 
 
The study pays particular attention to elections as the most vulnerable 
point of the democratic process. The cases of Germany, Czech Repub-
lic, Romania, France, Moldova, and Hungary demonstrate that Rus-
sian interference adapts to the local context while relying on similar 
methods.

This study was developed precisely within that context. Its primary 
aim is to, through the analysis of documented cases of Russian inter-
ference in electoral processes across Europe, shed light on the patterns 
and methods already tested within the EU, and assess the realistic risks 
of applying similar operational models during the pre-election period 
in Montenegro ahead of the 2027 parliamentary and local elections. 
The study identifies the key vulnerabilities of Montenegro’s electoral, 
media, and institutional systems that could be exploited by malign ex-
ternal influences. Its concluding section is dedicated to recommenda-
tions for strengthening resilience during a pre-election period that will 
be decisive not only for Montenegro’s internal stability, but also for the 
pace of European integration and the country’s long-term geopolitical 
orientation.
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Russian Goals in Europe

 
In the post–Cold War period, Russia has de-
veloped a layered and adaptive strategy to-
ward Europe, combining traditional forms 
of hard power with sophisticated soft power 
and hybrid instruments of influence. In this 
context, the concept of Westpolitik is often 
used to describe the set of policies and prac-
tices through which the Kremlin seeks to 
shape the political behaviour and sovereign-
ty of neighbouring states, relying on a combi-
nation of coercion, cooperation, and, where 
necessary, the use of military force.1 The ulti-
mate objective of this strategy is for Russia 
to be recognized as a global power with a le-
gitimate right to a sphere of influence in the 
post-Soviet space, while also contributing to 
the formation of a broader geopolitical bloc 
capable of acting as a counterweight to Eu-
ropean and transatlantic dominance.2

Contemporary Russian foreign policy 
practice indicates a state that operates as a 
post-imperial actor, in which soft power, var-
ious forms of coercion, and military force are 
integrated into a single operational frame-
work. Of particular importance in Russia’s 
strategy are hybrid activities in the so-called 
grey zone, which encompass a broad range of 
actions below the threshold of open armed 
conflict.3 This includes disinformation, cy-
berattacks, sabotage of critical infrastruc-
ture, political interference, and the manip-
ulation of social divisions. By using media 
platforms and coordinated networks for 
spreading narratives, Russia seeks to weaken 
the political cohesion of European societies, 
foster polarization, and strengthen actors 
that challenge European and Euro-Atlantic 
integration. In parallel, through engagement 
with Russian-speaking communities, cultur-
al institutions, and various forms of public 
diplomacy, the Kremlin develops long-term 
channels of influence within European soci-
eties themselves, further increasing the vul-
nerability of democratic systems, particularly 
in regions such as Eastern Europe and the 
Western Balkans.

Strategically, Russia’s objectives can be 
viewed through several interrelated dimen-
sions. The first concerns the establishment of 
dominant influence in the post-Soviet space, 
through limiting the sovereignty of neigh-
bouring states, maintaining their economic 
and security dependence, and preventing 
their integration into Western structures. 
The second objective involves undermining 
the existing international order and weaken-
ing the European and transatlantic security 
architecture, primarily through the fragmen-
tation of political unity within the Europe-
an Union and the North Atlantic Treaty 
Organization. The third objective is aimed 
at preserving the regime’s internal stability 
through the instrumentalization of foreign 
policy conflicts, which serve as a means of 
mobilizing domestic support and legitimiz-
ing centralized authority. These objectives 
are interconnected: the weakening of the 
West facilitates the expansion of Russia’s 
sphere of influence, while foreign policy suc-
cesses contribute to the internal consolida-
tion of the regime.

An additional dimension of Europe–Rus-
sia relations is represented by the potential 
impact of the broader geopolitical environ-
ment, including crises in the Middle East. 
The conflict between the United States and 
Iran causes disruptions in global energy sup-
ply, placing European states in a situation 
of increased energy insecurity. Under such 
circumstances, Russia could attempt to 
leverage its role as a key supplier of energy 
resources in order to strengthen its negotiat-
ing position and potentially encourage selec-
tive flexibility in European sanctions policy.

In this context, an additional strategic ad-
vantage for Russia is currently represented 
by the visible weakening of transatlantic 
relations between Europe and the United 
States, particularly driven by shifts in the 
approach of the U.S. administration under 
Donald Trump. His policy, characterized by 
skepticism toward multilateral institutions, 
downplaying the importance of NATO, 
and an emphasis on bilateral relations and 
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economic protectionism, has contributed to 
the erosion of trust between European part-
ners and Washington. Such an approach has 
opened space for the deepening of Europe’s 
strategic autonomy, but has simultaneously 
generated fragmentation and uncertainty 
regarding collective security. In this vacu-
um, Russia can more effectively exploit dif-
ferences among Western allies, strengthen 
anti-EU and anti-NATO narratives, and 
encourage political actors in Europe who 
advocate distancing from transatlantic ties.4 
However, if European states succeed in 
overcoming internal divisions and consoli-
dating a common foreign and security policy 
strategy, such challenges may act as a catalyst 
for the long-term strengthening of European 
cohesion, strategic autonomy, and resilience, 
thereby ultimately enhancing its global posi-
tion and its capacity to respond to complex 
security threats.

Methods of Russian  
Influence Activities

 
Russian hybrid operations toward Europe 
represent a complex, multi-layered, and 
adaptive model of action aimed at weak-
ening the political cohesion, institutional 
resilience, and security capabilities of Euro-
pean states. Their defining characteristic is 
activity below the threshold of open armed 
conflict, through a combination of informa-
tion, political, security, economic, and social 
instruments that complement each other. 
The aim of such operations is not solely the 
production of individual crises, but rather 
the long-term erosion of trust in democratic 
institutions, the weakening of transatlantic 
unity, the slowing of European integration 
processes, and the deepening of internal di-
visions within European societies.

Key Russian Information Narratives in Europe
MASTER NARRATIVE

The West 
in Crisis

• Liberal democracy produces instability and 
division.
• Europe is experiencing a moral and identity crisis.
• Migration, economic pressures, and cultural 
conflicts confirm the decline of the West.

• The EU and NATO limit the autonomy of states.
• European and Euro-Atlantic integration entails 
transferring decision-making power to external 
centers of influence.
• Color revolutions and protests are portrayed as 
instruments of foreign interference.

• Russia protects religion, family, and traditional 
values.
• Sovereignism stands against globalism and 
supranational elites.
• The post-Soviet space is presented as a legitimate 
sphere of Russian influence.

• The West provokes conflicts and wages proxy wars.
• Western media manipulate the truth and serve 
political elites.
• Sanctions against Russia harm Europe and deepen 
energy insecurity.
• The West applies double standards regarding 
democracy, human rights, and international law.

Weakening trust in 
Western institutions 
and the democratic 
model.

Encouraging 
sovereigntism, 
distrust of reforms, 
and resistance to 
integration processes.

Strengthening 
pro-Russian and 
conservative political 
orientations.

Relativizing Russia’s 
responsibility and 
reinforcing anti-
Western attitudes.
i jačanje anti-
zapadnih stavova

Loss of 
Sovereignty 
and Western 
Interference

Russia as the 
Defender of the 
Traditional Order

The West as an 
Aggressor and 
Hypocrite

KEY SUB-NARRATIVES STRATEGIC EFFECT

Note: These narratives function as an interconnected system 
and are adapted to local political, historical, and social contexts.
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One of the key instruments of Russian hybrid 
activity is disinformation and broader oper-
ations of information manipulation. Their 
function is not limited to the dissemination 
of false or misleading content but extends to 
shaping a political and social environment in 
which distrust toward institutions, media, 
and democratic procedures increases. The 
particular danger of disinformation opera-
tions lies in their ability to exploit existing 
societal fault lines, including identity-based 
disputes, economic frustrations, migration 
issues, and distrust of political elites.

Cyber operations represent a second import-
ant pillar of Russia’s hybrid approach. Their 
significance extends beyond the technical 
dimension, as cyberattacks simultaneously 
serve operational, psychological, and politi-
cal functions. They may be directed at state 
institutions, electoral processes, media out-
lets, energy systems, transport infrastructure, 
and other sectors of strategic importance. In 
addition to data theft and the compromise of 
information systems, the objective of these 
activities is also to demonstrate the vulner-
ability of European states, create a sense of 
insecurity, and strain institutional capacities. 
In a broader sense, cyberspace enables Rus-
sia to generate disproportionate political 
and security effects at relatively limited cost.

A particularly dangerous component of Rus-
sian hybrid operations consists of sabotage 
activities, namely covert actions targeting 
critical infrastructure, supply chains, trans-
port systems, and other sensitive points of 
European security. Sabotage has a dual ef-
fect: it directly causes material damage or 
disruption, while simultaneously producing 
a strong psychological impact by demon-
strating state vulnerability and fostering 
the perception that the security system is 
not fully under control. Its particular value 
for Russian strategy lies in the high degree 
of deniability and the difficult attribution, 
which enables destabilizing activity without 
formal assumption of responsibility.

In this context, organized crime represents a 

highly useful channel for conducting hybrid 
operations. Criminal networks can provide 
logistics, illicit financial flows, smuggling 
routes, forged documents, perpetrators for 
violent or covert tasks, as well as infrastruc-
ture suitable for activities requiring a high 
degree of secrecy and deniability. The link 
between hybrid activity and organized crime 
is particularly significant because it enables a 
state to use non-state actors to pursue politi-
cal and security objectives, while operations 
can formally appear as isolated criminal in-
cidents rather than part of a broader strate-
gic campaign. In this way, the boundary be-
tween security threats and criminal activity 
is further obscured.

Extremist groups, particularly far-right, ul-
tranationalist, and paramilitary networks, 
play a significant role in Russia’s hybrid 
strategy, as they serve as local amplifiers of 
pro-Russian narratives and as instruments 
of social destabilization. Their value for 
Moscow lies in their ability to disseminate 
anti-EU, anti-NATO, and anti-immigration 
messages, deepen identity-based divisions, 
exert pressure on political opponents, and, 
in some cases, provide a pool for covert 
operational activity with a high degree of 
deniability. These further obscures the line 
between ideological extremism, criminal ac-
tivity, and state influence.

From a security perspective, extremist 
groups represent a serious threat because 
they can act as a catalyst for political vio-
lence, street unrest, intimidation of oppo-
nents, targeted attacks, and sabotage, as 
well as a channel for the radicalization and 
mobilization of individuals willing to engage 
in violent action. Their danger increases fur-
ther when they are connected to transnation-
al networks, criminal structures, and digital 
platforms for propaganda and recruitment, 
as they then become a factor that not only 
deepens social polarization but also directly 
threatens public order, institutional stability, 
and states’ internal security.

Migration can also be instrumentalized as 
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Disinformation 
and information
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Graph 1: Methods of Russian Influence

a tool for political pressure and destabiliza-
tion. In Russia’s hybrid approach, migratory 
flows may be used as an instrument to strain 
the border and administrative capacities of 
European states, fuel political tensions, and 
deepen polarization within societies. The 
issue of migration is particularly conducive 
to hybrid activity because it simultaneously 
activates security, humanitarian, identity, 
and political dimensions, thereby creating 
space for the manipulation of public percep-
tions and further radicalization of political 
discourse. In such circumstances, migration 
ceases to be solely a social or humanitarian 
issue and becomes a means of strategic pres-
sure on European unity.

Religion represents a longer-term and more 
subtle channel of Russian influence, particu-
larly in environments where religious identi-
ty plays a strong political and social role. By 
drawing on conservative value frameworks 
and narratives centered on the protection 
of the traditional family, Orthodox identity, 
and spiritual heritage, Russia seeks to build 

networks of symbolic and political loyalty 
within European societies. This form of ac-
tivity is not limited to the religious sphere 
alone but extends into the political domain, 
where religious authority can be used to le-
gitimize pro-Russian positions, anti-Western 
narratives, and resistance to European inte-
gration. In regions with pronounced iden-
tity-based divisions, the religious channel 
carries an additional destabilizing potential, 
as it links geopolitics with issues of history, 
culture, and collective belonging.

The effectiveness of Russian hybrid oper-
ations stems precisely from their intercon-
nectivity. Disinformation prepares the social 
ground, cyberattacks and sabotage generate 
a sense of vulnerability, organized crime en-
ables covert operational activity, migration 
creates political and social pressure, while 
religious and identity-based narratives en-
sure deeper societal penetration. For this 
reason, Russian activities cannot be viewed 
as a series of isolated incidents, but rather as 
an integrated strategy whose ultimate goal 
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is the weakening of European cohesion, the 
erosion of democratic resilience, and the lim-
itation of Europe’s ability to act as a unified 
and geopolitically autonomous actor.

Russian Information  
Campaigns in Europe

 
Russian strategy of informational and polit-
ical influence in Europe relies on several in-
terconnected master narratives that together 
form a coherent discursive framework aimed 
at weakening Western institutions, frag-
menting societies, and strengthening alter-
native geopolitical orientations. At the core 
of this framework lies the narrative of the 
West as a space of deep political, economic, 
and moral crisis, in which liberal democracy 
is portrayed as producing instability, social 
divisions, and a loss of identity. Within the 
same discursive pattern, a prominent place 
is given to the narrative of alleged Western 
interference in the internal affairs of sover-
eign states, through which the European 
Union and NATO are presented as actors 
that, via political, economic, and security 
mechanisms, limit the autonomy of nation-
al governments. This narrative insists that 
processes of European and Euro-Atlantic 
integration entail a loss of genuine sover-
eignty, as states are said to delegate key deci-
sion-making powers to external centers of power. 
In this way, distrust toward reforms, interna-
tional partnerships, and democratic insti-
tutions is further encouraged, while at the 
same time legitimizing political actors and 
policies that advocate isolationism, stronger 
centralized authority, and distancing from 
Western alliances.

In parallel, Russia positions itself as a de-
fender of traditional values, emphasizing 

the role of religion, family, and national sov-
ereignty, in contrast to the West, which is 
portrayed as ideologically radicalized and 
culturally decadent. This narrative is linked 
to a broader sovereigntist discourse pro-
moting the idea that states should regain 
full control over political and economic de-
cision-making, while rejecting supranational 
structures and globalist elites. From a geopo-
litical perspective, a particularly prominent 
element is the narrative of the post-Soviet 
space as a legitimate sphere of Russian influ-
ence, where Moscow’s actions, particularly 
toward Ukraine, are framed as a defensive 
response to Western expansion rather than 
as an aggressive policy.

Additionally, Russian discourse insists on 
the claim that the West provokes conflicts 
and engages in proxy wars, thereby shifting 
responsibility for the destabilization of the 
international order onto Western actors. At 
the same time, Western media are systemat-
ically delegitimized through claims of bias 
and political instrumentalization, creating 
space for alternative sources of information 
and narratives that are often aligned with 
the interests of the Kremlin. In this context, 
the issue of Europe’s energy dependence is 
also actively exploited, accompanied by the 
message that sanctions against Russia are 
counterproductive and harmful to Europe-
an states themselves. Finally, an important 
element of this discursive framework is the 
narrative of Western hypocrisy, which points 
to alleged double standards in the applica-
tion of democracy, human rights, and inter-
national law, thereby relativizing criticism 
directed at Russia.

These narratives function as an integrated 
system that flexibly adapts to different na-
tional and regional contexts.
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Interference in the Electoral 
Process: An Analysis of 
Parliamentary Elections in 
European Countries



Germany

Snap federal elections for the Bundestag 
were held on February 23, 2025, in a polit-
ically and security-sensitive context marked 
by the war in Ukraine, economic stagnation, 
energy insecurity, and the rise of the far right. 
Voter turnout reached 82.5%, confirming a 
high level of political mobilization, while the 
Alternative for Germany (AfD) won 20.8% of 
the vote and secured 152 parliamentary seats, 
further strengthening its position within the 
German political system.5 Precisely because 
of such a context, the German elections 
were not primarily targeted by attempts at 
the technical compromise of the electoral 
process, but rather by information influence 
operations aimed at shaping voter percep-
tions, deepening distrust, and strengthening 
political actors whose positions are compati-
ble with Moscow’s interests.
A key characteristic of Russian interference 
in the German electoral context was a mul-
tilayered disinformation infrastructure, in 
which fake media websites, networks of 
fraudulent accounts, pseudo-media portals, 
and the amplification of content through so-
cial media were interconnected. Particularly 
significant was the Doppelgänger operation, 
whose primary method involved cloning and 
imitating the websites of existing media out-
lets and public institutions in order to pres-
ent false content as credible news.6 In a tech-
nical report on this campaign, the Federal 
Foreign Office stated that on Facebook the 
operation also relied on paid advertisements 
directing users to fake websites, while You-
Tube and TikTok were used to disseminate 
video content; the broader ecosystem addi-
tionally included distribution across other 
platforms. Investigations conducted by EU 

DisinfoLab and German institutions indi-
cate that the core of the campaign lay pre-
cisely in the creation of copies of legitimate 
media outlets, through which propaganda 
was concealed behind visually familiar and 
professionally designed formats.

At the operational level, the content was not 
disseminated randomly, but through a mod-
el combining sleeper accounts, pseudo-me-
dia pages, and coordinated amplification. 
On February 21, 2025, the Federal Ministry 
of the Interior warned that a network linked 
to the Storm-1516 operation was attempting 
to influence the federal election campaign 
through fake videos and pseudo-media web-
sites in Hamburg and Leipzig. According to 
that warning, the network initially sought to 
build an appearance of authenticity through 
neutral or mildly pro-Russian content, be-
fore later becoming activated to spread ma-
nipulative narratives. Reuters had previously 
reported that CeMAS identified hundreds 
of posts on X displaying patterns typical of 
the Doppelgänger campaign, sharing links 
to falsified German media websites; the con-
tent was further amplified through networks 
of fake accounts and reached millions of 
views.7 A few days before the elections, re-
searchers also identified a network of more 
than 700 fake accounts promoting pro-Rus-
sian narratives and targeting the then front-
runner Friedrich Merz, including AI-gen-
erated images and messages portraying 
Germany as a country in economic collapse 
due to its support for Ukraine.
In terms of content, the campaign was fo-
cused on exploiting the most sensitive issues 
within German public opinion: the econo-



14

my, energy prices, migration, security, and 
the war in Ukraine. CORRECTIV revealed 
that the network linked to the Storm-1516 
operation had established more than 100 
German-language websites to spread false 
stories ahead of the elections, with promi-
nent politicians and institutions serving as 
primary targets.8

Among the narratives disseminated were 
fabricated accusations against Robert Ha-
beck, false claims concerning Annalena 
Baerbock, fabricated stories about the al-
leged mobilization of 500,000 men for an 
operation in Eastern Europe, as well as the 
disinformation claim that Germany had 
signed an agreement to bring in 1.9 million 
Kenyans. The essence of this approach was 
not merely the discrediting of individuals, 
but the creation of a constant sense of chaos, 
the moral compromise of elites, and institu-
tional insecurity. This is precisely the logic of 
the information laundering model: a falsehood 
is first published on a marginal or entirely 
fabricated website, then amplified by influ-
encers and anonymous accounts, and even-
tually enters the broader digital sphere as a 
supposedly legitimate controversy.

The key narratives were focused on issues 
that already generate divisions within Ger-
man society: economic crisis, energy prices, 
migration, security, and support for Ukraine. 
The goal was not only to promote individual 
falsehoods, but to create a broader percep-

tion of institutional chaos, the unreliability 
of political elites, and the collapse of the ex-
isting political model. In this context, Rus-
sian campaigns sought to strengthen the 
Alternative for Germany (AfD), discredit 
mainstream parties, and amplify voters’ eco-
nomic fears.

The institutional response from Germany 
shows that Berlin did not treat these activi-
ties as isolated media incidents, but as a mat-
ter of national security. Germany’s domestic 
intelligence service formed a special task 
force as early as November 2024 to prevent 
foreign interference in the federal elections. 
The most significant step came on Decem-
ber 12, 2025, when the Federal Foreign Of-
fice publicly stated, based on a comprehen-
sive intelligence assessment, that it could 
attribute to Russia both the Storm-1516 
campaign targeting and destabilizing the re-
cent federal elections, as well as other hybrid 
activities. The same statement noted that 
there was strong evidence that the campaign 
involved deepfake footage, pseudo-journalis-
tic websites, and fabricated testimonies, and 
that, as a result, the Russian ambassador 
was summoned to the Foreign Ministry.
This move is particularly significant as it rep-
resents a rare example of an explicit diplo-
matic response based on public attribution 
of Russian interference in the electoral and 
political process of a major European state.9
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Czech Republic

The parliamentary elections in the Czech 
Republic were held on October 3–4, 2025, 
in an environment marked by pronounced 
economic dissatisfaction, rising living costs, 
declining real incomes, and strong political 
polarization over support for Ukraine, mi-
gration, and relations with the European 
Union. The elections were won by the ANO 
2011 led by Andrej Babiš, with around 34.5% 
of the vote and 80 out of 200 parliamentary 
seats, further intensifying the political dy-
namics of the campaign and opening space 
for more extensive information operations 
targeting voters. At the same time, surveys 
indicated deep mistrust in the political class, 
with as many as 91% of respondents stating 
that politicians do not fulfill their promises, 
creating a particularly favorable environment 
for the spread of manipulative messages.10

Interference in the electoral process took 
place primarily through the digital informa-
tion space. Key roles were played by pro-Rus-
sian and pro-Kremlin portals, rebranded 
propaganda channels, anonymous social 
media accounts, as well as coordinated Tik-
Tok networks. Reuters reported ahead of 
the elections that 286 anonymous TikTok 
accounts had been identified as spreading 
pro-Russian messages and supporting rad-
ical parties, reaching between five and nine 
million views per week. Alongside TikTok, 
a significant role was also played by Tele-
gram, X, and proxy websites, which enabled 
political and propaganda content to spread 
through multiple interconnected channels. 11

The key narratives were aimed at undermin-
ing trust in the electoral process, delegiti-
mizing institutions, spreading anti-EU and 
anti-Ukraine sentiment, and strengthening 
the perception that Czech political elites act 

against the interests of their own citizens. 
According to the FIMI-ISAC/GLOBSEC 
report, three central meta-narratives were 
identified: electoral manipulation, anti-EU 
discourse, and anti-Ukraine messaging. 
Within this framework, messages circulat-
ed about alleged electoral fraud and insti-
tutional conspiracies, including references 
to a possible Romanian scenario, as well as 
narratives about a Brussels diktat, loss of sov-
ereignty, and corruption within European 
structures. There were also claims that aid 
to Ukraine comes at the expense of Czech 
citizens, deepens the economic crisis, and in-
creases security risks. Anti-Ukraine content 
was further amplified by portraying Ukraine 
and Ukrainian migrants as sources of insta-
bility and social burden.12

The Czech institutional response was fo-
cused on protecting the integrity of the 
information space and strengthening vot-
er resilience. The Czech regulator Czech 
Telecommunication Office cooperated with 
major platforms and the European Com-
mission regarding risks to electoral integrity, 
and after reports of coordinated TikTok ac-
counts, the case was forwarded to the plat-
form and European institutions. The CTU 
also established a dedicated contact channel 
and online reporting form for incidents, and 
launched a public awareness campaign on 
user protection and electoral security on 
social media. The Ministry of Foreign Af-
fairs of the Czech Republic launched the My 
Home, My Vote campaign to explain the new 
postal voting system, while President Petr 
Pavel, shortly before the elections, publicly 
emphasized the transparency of the electoral 
system and urged citizens not to fall for ma-
nipulation. 
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Romania

The 2024 presidential elections in Romania 
took place in an extremely sensitive geopolit-
ical and security context. The first round was 
held on November 24, 2024, and the victory 
of Călin Georgescu, a candidate with strong-
ly anti-NATO and pro-Russian positions, im-
mediately raised questions about foreign in-
fluence. A few days later, Romania’s Supreme 
Council of National Defence declassified 
documents according to which the country 
had been targeted during the electoral period 
by aggressive Russian hybrid attacks, after which 
the Constitutional Court annulled the elec-
toral process on December 6 and ordered 
that the elections be repeated.13

In the Romanian case, the central element 
was not only a classical disinformation 
campaign, but a combination of digital 
manipulation, algorithmic amplification, 
and suspected illegal campaign financing. 
According to declassified findings cited by 
Reuters, Călin Georgescu was massively 
promoted on TikTok through coordinat-
ed accounts, recommendation algorithms, 
and paid promotion, despite reporting zero 
campaign spending. The Romanian regula-
tor and other institutions therefore early on 
indicated that TikTok could have played a 
key role in manipulating public opinion, and 
the European Commission opened a formal 
proceeding on December 17, 2024, against 
the platform over suspicions that it had not 
adequately assessed and mitigated systemic 
risks to electoral integrity in relation to the 
Romanian presidential elections.14

A particularly important element of the Ro-
manian case concerns campaign financing. 
Romanian prosecutors launched searches 
on December 7 as part of an investigation 
into possible illegal financing of the presi-

dential campaign, with the focus of the de-
classified documents being precisely Călin 
Georgescu’s campaign. Official and judicial 
formulations referred to non-transparent 
financing, electoral irregularities, and vote 
manipulation, while media and investigative 
findings suggested that his TikTok promo-
tion had been funded through third-party 
actors and networks that were not transpar-
ently disclosed. For this reason, it is most 
accurate to say that Romanian institutions 
identified strong indications of foreign and 
non-transparent financing in favor of a candi-
date, while a direct financial link to the Rus-
sian state remained a matter of security as-
sessments and ongoing investigations rather 
than a legally confirmed fact.

Key narratives were focused on anti-estab-
lishment sentiment, distrust toward the 
political elite, opposition to support for 
Ukraine, and the portrayal of Western alli-
ances as a threat to Romanian sovereignty. 
The operation was significant not only be-
cause of its content, but also because of how 
a candidate from a marginal position rapidly 
became highly visible in the digital informa-
tion space. The institutional response was 
strong: the Constitutional Court annulled 
the election, prosecutors opened investiga-
tions into campaign financing, President 
Klaus Iohannis called for a coordinated 
European response to Russian interference, 
and the European Commission initiated 
proceedings against TikTok.15 Romania thus 
became one of the most striking European 
cases in which disinformation, algorithmic 
amplification, and suspicions of covert fi-
nancing were jointly treated as a threat to 
electoral integrity and national security.
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France

The snap parliamentary elections in France 
were held in two rounds, on June 30 and July 
7, 2024, after President Emmanuel Macron 
dissolved the National Assembly following 
a significant defeat of his coalition in the Eu-
ropean Parliament elections. The election 
campaign took place in an intensely polar-
ized environment, marked by the rise of the 
far right, tensions over migration, economic 
pressures, and deep divisions regarding the 
war in Ukraine.16

Russian interference in the French informa-
tion space relied primarily on a long-term, 
multi-layered disinformation ecosystem. 
French institutions had previously identified 
the Doppelgänger network, which, through 
the usurpation of well-known media iden-
tities, spread false articles about the war in 
Ukraine and its consequences. In February 
2024, VIGINUM also exposed the Portal 
Kombat network, consisting of 193 pro-Rus-
sian digital portals targeting France and 
other Western countries. This infrastructure 
was not used only for publishing propagan-
da content, but also for its large-scale repli-
cation, search engine optimization, and dis-
semination through social media platforms.17

During the electoral period, a particularly 
important operation was the Matryoshka 
campaign, which VIGINUM described as 
a pro-Russian operation targeting media 
outlets and the fact-checking community. Its 
logic was to first publish false content and 
then have it systematically amplified through 
networks of accounts on X, including replies 
directed at media organizations, public fig-
ures, and fact-checking institutions, effec-
tively drawing these actors into amplifying 
the manipulation itself.

VIGINUM stated that France was one of 
the key targets of this campaign, with French 
media, state institutions, and public figures 
being falsely impersonated. The dominant 
narratives aimed at discrediting French sup-
port for Ukraine, undermining trust in me-
dia and institutions, and creating a sense of 
insecurity and social chaos. Within the same 
pattern, specific manipulative content was 
also spread, such as a fake government web-
site claiming the mobilization of 200,000 
French citizens for Ukraine, the so-called 
bedbugs campaign in Paris, and the amplifica-
tion of graffiti featuring the Star of David in 
order to deepen social tensions. 18

The institutional response from France was 
visible and relatively robust. Through VIG-
INUM, France systematically mapped and 
publicly released technical reports on Rus-
sian operations, while the Ministry of For-
eign Affairs publicly condemned Russian 
actors and their intermediaries.

In May 2025, Paris stated that the Storm-1516 
group had been used in dozens of Russian 
information operations and that, during the 
snap parliamentary elections in France in 
June 2024, it employed particularly complex 
patterns of electoral interference. France si-
multaneously emphasized platform account-
ability under the EU’s Digital Services Act 
and, together with Germany and Poland, 
developed a coordinated response to infor-
mation manipulation.
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Hungary

The parliamentary elections in Hunga-
ry were held on April 12, 2026, in a highly 
polarized political environment in which 
questions of sovereignty, relations with the 
European Union, aid to Ukraine, and ties 
with Russia were among the central themes 
of the campaign. Voter turnout was excep-
tionally high, exceeding 79%, which further 
demonstrated the significance of the elec-
tions, widely portrayed in public discourse 
as a choice between the continuation of Or-
bán’s policies and a possible shift toward a 
pro-European alternative. Election day itself 
proceeded largely in an orderly manner, but 
the overall campaign was marked by deep 
political divisions, a long-term weakening 
of media pluralism, and serious concerns re-
garding the democratic framework in which 
the political contest was taking place.
Russian influence in the Hungarian case was 
visible primarily through the coordinated 
dissemination of pro-Russian and pro-Or-
bán narratives in the digital sphere, espe-
cially on Telegram. During the campaign, 
identical messages were spread across mul-
tiple channels within short time intervals, in-
dicating an organized and coordinated com-
munication operation. Telegram functioned 
as the main platform for the production and 
initial distribution of messages, which sub-
sequently spread to Facebook, X, and other 
networks. Channels connected to Russian 
media structures also participated in dis-
seminating content, along with networks 
that translated and adapted Russian propa-
ganda materials for Hungarian audiences19.
The key narratives were aimed at generating 
fear, strengthening sovereignist discourse, 
and portraying the war in Ukraine as an 
immediate threat to Hungary. Messages 
circulated in the public sphere claimed that 
the European Union endangered Hungari-

an sovereignty, that external forces were at-
tempting to drag the country into a war with 
Russia, and that political actors associated 
with Brussels and Kyiv were acting against 
Orbán and Hungary’s national interests. At 
the same time, a narrative was promoted 
suggesting that opponents of the govern-
ment might attempt to manipulate the elec-
tion results if Orbán did not win. These mes-
sages were not isolated, but rather fit into a 
broader communication pattern in which 
Russian strategic narratives regarding the 
war, the West, and Ukraine flowed into the 
Hungarian political space and were further 
amplified through domestic political and 
media channels.
The institutional response to such activities 
was weak and lacked a clear public attribu-
tion of foreign interference. There was no 
open diplomatic or security reaction toward 
Moscow, while the key problems remained 
tied to the internal political and media envi-
ronment. During the campaign, the bound-
ary between state communication and the 
messages of the ruling party was heavily 
blurred, making it even more difficult to 
distinguish between a legitimate political 
campaign and a broader propaganda infra-
structure. For this reason, the Hungarian 
case can be viewed as an example in which 
Russian influence did not necessarily oper-
ate through overt and formally attributed 
operations, but rather through reliance on 
an already existing domestic political and 
media environment that was prepared to 
accept, adapt, and further amplify similar 
messages.
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Summary
 
In the cases of Germany, the Czech Republic, France, and Hungary, interference was predominantly 
directed at the information space, the shaping of voters’ political perceptions, and deepening of social 
polarization. The main instruments used were: disinformation, coordinated amplification of content 
on social media, fake and imitation media channels, and the adjustment of propaganda narratives to 
local political issues.

COUNTRY
MAIN METHODS 
OF INTERFERENCE

DOMINANT 
NARRATIVES

STATE 
RESPONSE

Germany

Czech
Republic

Romania

France

Hungary

Fake and imitation media 
websites, pseudo-journal-
istic content, deepfakes 
and AI-generated material, 
networks of fake accounts, 
and coordinated amplifica-
tion on social media.

Fake portals, rebranded 
propaganda and 
anonymous TikTok 
accounts, Telegram 
and X accounts, and 
coordinated sharing of 
content across digital 
networks.

Coordinated TikTok 
campaign, algorithmic 
amplification, paid or non-
transparent promotion, 
suspicions of illegal 
campaign financing, 
cyberattacks, propaganda, 
and disinformation.

Anti-establishment 
messages, anti-
NATO and anti-
Ukrainian positions, 
sovereigntism, and 
the delegitimization 
of the political 
establishment and 
the country’s pro-
Western course.

Declassification of 
security documents, 
annulment of the elec-
tions by the Constitu-
tional Court, investi-
gations into campaign 
financing, and Eu-
ropean Commission 
proceedings against 
TikTok.

Networks of pro-Russian 
portals, impersonation of 
media outlets and institu-
tions, targeting of media 
and fact-checkers, fake 
documents, and the Oper-
ation Portal Kombat and 
Matryoshka networks.

Coordinated Telegram 
content, Russian and 
Russia-linked sources, 
local adaptations of 
messages, and their 
transmission through 
other networks and the 
domestic media space.

Migration, 
economic crisis, 
delegitimization of 
elites, support for 
Ukraine as a burden, 
and messages that 
objectively benefited 
the AfD.

Electoral fraud, 
anti-EU and 
anti-NATO 
messages, anti-
Ukrainian content, 
sovereignism, 
and economic 
dissatisfaction.

Discrediting 
support for Ukraine, 
undermining trust 
in the media and 
institutions, and 
spreading chaos 
and insecurity.

Sovereignty, claims 
that the EU and 
external forces want 
to remove Hungary 
from power, anti-
EU and pro-peace 
messaging, and 
manipulation of the 
electoral outcome.

German authorities 
publicly warned about 
Russian operations, at-
tributed the Storm-1516 
campaign to Russian 
actors, and summoned 
the Russian ambassa-
dor for consultations.

The institutional 
response was focused 
on regulatory 
cooperation with 
platforms and 
preventive protection 
of electoral integrity.

France openly mapped 
and attributed Russian 
operations through 
VIGINUM, while the 
Ministry for Europe 
and Foreign Affairs 
publicly condemned 
them.

The response to for-
eign interference was 
weaker publicly, while 
domestic observers 
highlighted the lack 
of a clear boundary 
between the state and 
the party.
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Montenegro enters the 2027 election cycle in 
conditions of prolonged political instability, 
a fragmented party system, and pronounced 
social polarization. Since the change of gov-
ernment in 2020, the political scene has 
been marked by frequent institutional crises, 
changes of government, and a decline in cit-
izens’ trust in key democratic institutions. 
In such an environment, the electoral pro-
cess becomes particularly sensitive to both 
internal political manipulation and external 
influence.

At the same time, the electoral process un-
folds within a complex regional and geo-
political context. Political developments in 
Serbia and Republika Srpska are reflected in 
Montenegro’s domestic political dynamics, 
particularly through the mobilization of the 
pro-Serbian political bloc. Under these cir-
cumstances, the election cycle also acquires 
a broader dimension of competition between 
different political and identity narratives in 
the region.

An additional layer of political significance 
is added by the fact that parliamentary elec-
tions are also expected in the same year, 
with the possibility of combining them with 
local elections. This would further increase 
political tensions and the importance of the 
electoral outcome, as the elections could 
effectively function as a referendum on the 
country’s strategic direction.

Montenegro has made significant progress 
over the past decade in the European inte-
gration process and is positioned as one of 
the most advanced EU candidate countries 
in the Western Balkans. However, internal 
political divisions and competing narra-
tives—between a strongly pro-European ori-
entation and ideas of closer political align-
ment with Belgrade and Moscow—make the 
electoral process even more significant for 
the country’s future foreign policy direction.

For all these reasons, the 2027 elections go 
beyond a routine democratic cycle. Their 
outcome will have direct implications for 

institutional stability, the dynamics of Eu-
ropean integration, and the long-term geo-
political orientation of Montenegro. Con-
sequently, this electoral cycle can be seen as 
one of the key political turning points in the 
country’s contemporary development.

Electoral reform

The parliamentary and local elections in 
Montenegro are scheduled to be held in 
June 2027. Given the importance of these 
elections in the context of the final phase 
of EU integration, it is crucial to highlight 
potential avenues of foreign interference. An 
incomplete electoral reform represents an 
entry point for foreign interference in Mon-
tenegro and a potential source of instability. 
The parliamentary Committee for Electoral 
Reform was established in 2023. Its mandate 
is to implement comprehensive electoral re-
form by aligning legislation with the recom-
mendations of the European Commission 
and the OSCE/ODIHR. So far, amend-
ments to the Law on Financing of Political 
Entities and Election Campaigns and the 
Law on the Election of Councillors and 
Members of Parliament have been adopt-
ed, introducing the concept of holding lo-
cal elections on a single day, with a planned 
date of June 13, 2027. The Committee is also 
tasked with drafting legislation on the voter 
register and the registries of residence and 
domicile. However, the Committee has not 
defined disinformation and foreign interfer-
ence as part of its formal scope of work.

Weaknesses of Montenegro in the context 
of foreign electoral interference are not pri-
marily the result of a single isolated security 
threat, but rather a combination of institu-
tional, legal, media, and societal vulnerabili-
ties that make it easier for external actors to 
influence the electoral process. The greatest 
weakness is that the electoral system still op-
erates with incomplete rules and long-stand-
ing structural deficiencies. The European 
Commission, in its 2025 Report on Monte-
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negro, stated that most outstanding OSCE/
ODIHR recommendations have not yet been 
implemented, including those related to vot-
ing rights, transparency, dispute resolution, 
oversight of campaign financing, and media 
monitoring. The same report specifically em-
phasizes that Montenegro needs to close the 
space for foreign interference and information 
manipulation, including disinformation, and 
to build resilience against hybrid threats by 
adopting a dedicated hybrid threat counter-
strategy and accompanying action plan. This 
means that the core weakness of the state lies 
in the fact that the legal and institutional safe-
guards against electoral interference are still 
not sufficiently developed.20

 
 
Election scenarios 
 
 
The electoral cycles in Montenegro from 
2016 to 2023 were marked by foreign 
interference. Disinformation campaigns 
by Russian-Serbian proxies and influence 
operations shaped public opinion in both 
the pre-election and post-election periods. 
Given that the 2027 elections represent a 
potential turning point on the country’s 
EU path, DFC has identified key systemic 
vulnerabilities that could be exploited by 
malicious activities of third parties.21

The period before and after the 2023 parlia-
mentary elections was marked by narratives 
of victimization of the Serb population in 
Montenegro. The Office of the Director of 
National Intelligence (ODNI) published 
its Annual Threat Assessment on global 
security risks. In the section on the Western 
Balkans, it states that Russia uses state and 
affiliated structures to conduct campaigns 
aimed at obstructing NATO and EU inte-
gration, while promoting narratives of Serb 
victimization in Bosnia and Herzegovina, 
Montenegro, and Serbia.22 The narrative of 
ambasadoristan —the construction that West-
ern embassies are preventing Serbs from en-
tering the 44th Government—was promoted 

by Milan Knežević in May 2023. This narra-
tive forms a cornerstone of the activities of 
pro-Serbian structures in Montenegro and 
represents a key instrument for channeling 
socio-political destabilization. Through 
narratives of discrimination against nation-
al and ethnic Serbs, pro-Serbian state and 
non-state actors create conditions for the in-
troduction of topics that polarize society. In 
this context, issues such as the status of the 
Serbian language as an official language and 
the introduction of the national tricolor flag 
could further polarize the electoral environ-
ment. Additionally, the promotion of these 
topics in the pre-election context could en-
able the authorities in Belgrade to exert easi-
er influence over democratic processes in the 
country.23

 
 
Instruments of  
foreign influence 
 
 
The Serbian Orthodox Church (SOC) 
possesses significant mobilization capacity, 
which makes it a relevant social actor with 
potential political influence in electoral 
processes in Montenegro. Past practice 
indicates that the Church has been active 
during periods of heightened socio-political 
tensions, including electoral processes. Its 
activities extend beyond a purely religious 
framework and enter the sphere of national 
and political mobilization.24

It is particularly significant that the Serbian 
Orthodox Church has consistently used a 
narrative focused on the protection of tra-
ditional values, faith, the people, and sacred 
sites, especially ahead of major social and 
political events. This pattern was also ob-
servable prior to the local elections in Kotor 
and Podgorica in September 2024, when, 
through its extensive clerical infrastructure, 
messages with strong identity-related and 
political content were conveyed from litur-
gies and public gatherings. In this way, an 
environment conducive to the political ho-
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mogenization of the electorate was created, 
primarily in favor of pro-Serbian political 
options.25

An additional security risk stems from the 
fact that certain senior representatives of 
the Serbian Orthodox Church (Serbian Or-
thodox Church) have shown readiness to 
directly or indirectly align themselves with 
political actors whose programs correspond 
with Serbian national interests and Russian 
geopolitical interests in the region. Such a 
position creates space for the Church’s in-
strumentalization in processes of political 
influence, particularly in conditions of pro-
nounced social polarization and weakened 
institutional resilience mechanisms.26

In the context of the 2027 parliamentary elec-
tions in Montenegro, particular importance 
is attached to the cultural, religious, and sym-
bolic activities promoted by the Serbian Or-
thodox Church (Serbian Orthodox Church), 
especially those related to the initiative for 
the restoration of the Chapel of the Resurrection 
on Mount Lovćen. Such activities should 
not be viewed exclusively as matters of re-
ligious or cultural identity, but also as a po-
tential instrument for strategically preparing 
the ground for increased social tensions. 
Through events such as the commemoration 
of the 100th anniversary of the restoration of 
the Njegoš chapel, narrative, symbolic, and 
informational conditions are created that 
may intensify identity-based divisions and 
potentially trigger political crises.27

In the most unfavorable scenario, such ac-
tivities could be used to destabilize the 
pre-election environment, delegitimize 
pro-European policies, slow down the Eu-
ropean integration process, and further 
deepen divisions within Montenegro soci-
ety. The continuity of similar messages and 
public announcements by representatives 
of the Serbian Orthodox Church (Serbian 
Orthodox Church) suggests that its activ-
ities should be carefully monitored from 
both a security and political perspective 
ahead of the 2027 elections, particularly 

with regard to the potential for political 
mobilization, coordinated narrative activ-
ity, and influence on the electoral process. 
 
 

Potential for Destabilization 
 
 
In Montenegro there is a strong infrastruc-
ture for foreign interference in the parlia-
mentary and local elections scheduled for 
June 2027. The strength of this network 
became evident following the migrant-re-
lated incident in the Zabjelo neighborhood 
of Podgorica in October 2025. On that oc-
casion, an entire infrastructure composed of 
political actors, pro-Serbian right-wing or-
ganizations, and social media networks was 
mobilized to destabilize the socio-political 
environment in Montenegro. Given the com-
plexity of Montenegro’s electoral processes, 
these same structures provide support for 
foreign actors seeking to provoke electoral 
crises. The potential of these structures was 
also clearly demonstrated during the erection 
of a monument to Pavle Đurišić in Zaostro 
near Berane in 2025. The synergy between 
extremist structures and segments of the 
Serbian Orthodox Church (SPC) represents 
potentially the greatest source of instability 
during major socio-political developments. 

The evident interference of the Kremlin in 
electoral processes across the EU following 
the aggression against Ukraine, along with 
the strong pro-Russian infrastructure in Ser-
bia, points to the evolution of pro-Russian 
methods of foreign interference. The regime 
in Belgrade remains Moscow’s principal 
foothold for conducting malign operations 
throughout the Western Balkans region. 
In the context of Montenegrin elections, 
the interests of Moscow and Belgrade are 
aligned. Montenegro’s progress toward EU 
membership has already reactivated old 
narratives promoted by the regime in Bel-
grade portraying Montenegro as a criminal 
state28. During the pre-election year, events 
are organized that polarize society and push 
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the EU agenda into the background. Mi-
lan Knežević’s Democratic People’s Party 
initiated the adoption of resolutions call-
ing for the withdrawal of recognition of 
Kosovo’s independence in local parliaments 
where it holds power. Similar coordinated 
activities were already organized in 2023 
following the unrest in northern Kosovo29. 

The issue of the voter registry in Montenegro 
could become a destabilizing factor ahead of 
the 2027 electoral process. Registered voters 
account for approximately 88 percent of the 
total population. The ruling coalition uses 
this imbalance as an argument for revising 
the Law on Residence, the practical effect of 
which would be the removal of the diaspo-
ra from voter registries. Such a move could 
lead to drastic changes in the country’s elec-
toral structure, particularly if one group is si-
multaneously granted citizenship and voting 
rights while another is deprived of them. All 
previous amendments to electoral legislation 
were adopted either through consensus or 
by a two-thirds majority, while all neighbor-
ing countries guarantee voting rights to their 
diaspora communities. Unilateral changes to 
the rules ahead of the 2027 elections create 
space for hybrid pressure from third parties 
on the country’s democratic processes30.
 
Montenegro’s media landscape is entering 
the pre-election cycle deeply divided and 
structurally vulnerable to foreign influence. 
Four out of five television stations with na-
tional broadcasting licenses are not owned 
by Montenegrin citizens, and some of them 
can, through their ownership structures, be 
directly or indirectly linked to individuals 
close to the regime in Serbia. In its annual 
reports, the European Commission has not-
ed that the spread of influence through re-
gional media was particularly visible during 
election periods. An even more direct vector 
of destabilization consists of pro-Serbian 
and pro-Russian digital platforms. The por-
tals IN4S, Borba, and Alo.me are key media 
platforms for promoting pro-Russian and 
pro-Serbian narratives in Montenegro31. The 
IN4S portal was sold in May 2026 to the 

Serbian tabloid Alo. The portal’s new own-
er became the Belgrade-based company Alo 
Media System d.o.o. (LLC). This represents yet 
another in a series of media acquisitions in 
Montenegro by companies or individuals 
close to Aleksandar Vučić. The takeover 
of the IN4S portal indicates that Belgrade 
seeks to further deepen its influence over 
internal developments in Montenegro. 

The Zabjelo incident of October 2025 
demonstrated how third parties can ac-
tivate an already established network of 
pro-Serbian and pro-Russian social media 
accounts for hybrid purposes. Pro-Rus-
sian and pro-Kremlin profiles exploited 
the conflict between Montenegrin citi-
zens and migrants to conduct a coordi-
nated disinformation campaign, with key 
accounts generating more than 200,000 
views on the X platform. During the 2027 
electoral cycle, the same mechanism could 
be employed with significantly greater 
intensity, ranging from the spread of dis-
information to nationalist provocations. 
 

New Russian Operations

 
International sanctions and the weakening 
of Russian influence in Europe following 
the aggression against Ukraine prompted 
the adoption of new Russian hybrid war-
fare tactics. A key tactic under these new 
circumstances involved the use of social 
media platforms to spread disinformation, 
malign narratives, and influence voters in the 
United States. Russian companies Design 
Agency, Structura, and ANO Dialog used a 
network of internet domains to covertly dis-
seminate Russian propaganda, weaken sup-
port for Ukraine, and promote pro-Russian 
policies in the West. Behind this sophisticat-
ed network stood the administration of the 
President of the Russian Federation, led by 
Sergei Kiriyenko32. In September 2024, the 
United States seized 32 internet domains 
that imitated legitimate media outlets and 
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Sergey Kiriyenko / Source: Russian presidential administration 

Photo 2: Andrija Mandić decorates Slavenko Terzić with the Order of Marko Daković 11. May 
2026. / Source: Borba.me 

Key instruments of newly 
formed Department for 
strategic partnership and 
cooperation  

Diplomacy toward the 
Commonwealth of Independent 
States (CIS) and unrecognized 
entities (Abkhazia, South 
Ossetia, and Transnistria)  

Coordination of media and troll 
campaigns abroad  

Political engineering and 
electoral management in 
foreign states 

Energy negotiations as a lever 
of geopolitical influence

news portals to spread Russian propaganda.
Following the dismantling of this network 
in 2024, the Kremlin established the Di-
rectorate for Strategic Partnership and Co-
operation as early as August 2025. Vadim 
Titov, the former director of Rosatom, was 
appointed head of the body, while Sergei 
Kiriyenko was placed in charge of oversee-
ing the Directorate33. He is one of Vladimir 
Putin’s most influential associates. During 
his tenure as head of Rosatom (2005–2016), 
Kiriyenko built a global network of region-
al offices that simultaneously functioned as 
platforms for commercial activities and as in-
frastructure for political engineering in for-
eign states. At the same time, Vladimir Putin 
abolished the directorates for interregional 
and cultural relations with foreign states and 
for cross-border cooperation, consolidating 
their functions within the new Directorate. 
The newly established Directorate received 
expanded powers primarily related to con-
trolling all instruments of soft and hard in-
fluence in the near abroad. Its key instruments 
include: diplomacy toward the Common-
wealth of Independent States (CIS) and un-
recognized entities (Abkhazia, South Osse-
tia, and Transnistria); coordination of media 
and troll campaigns abroad; political engi-
neering and electoral management in foreign 
states; and energy negotiations as a lever of 
geopolitical influence. One of Kiriyenko’s 
key associates in shaping pro-Russian nar-
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Photo 3: The Serbian Patriarch Porfirije awar-
ds the Order of Saint Prince Lazar to Alexey 
Likhachev 21. februar. 2026./ Source: SPC 

Photo 4: Meeting between representatives of 
the Government of Serbia and the Rosatom 
delegation, February 13, 2025. / Source: RTV 
Vojvodina 

ratives in the Balkans is Konstantin Zatulin. 
He serves as Deputy Chairman of the State 
Duma Committee on CIS Affairs, Eurasian 
Integration, and Relations with Compatri-
ots34. Zatulin, together with former Serbi-
an Ambassador to Russia Slavenko Terzić, 
also founded the Russian Balkan Center 
in Belgrade35. Terzić is one of the principal 
promoters of pro-Russian narratives and ad-
vocates the thesis that Russia is currently in-
sufficiently present in the Balkans36. On May 
11, 2026, he was awarded the highest party 
decoration of the New Serbian Democracy 
(Nova) party — the Order of Marko Dakov-
ić. The award was presented by the presi-
dent of Nova and Speaker of the Parliament 
of Montenegro, Andrija Mandić37.

Historical revisionism and denialism repre-
sent a cohesive factor binding together the 
Serbian Orthodox Church and pro-Russian 
right-wing structures. A key role in consoli-
dating these elements is played by Metropol-
itan Metodije of Budimlja and Nikšić. After 
being elevated to the rank of metropolitan 
within the SPC in May 2025, he became the 
principal figure gathering pro-Russian and 
pro-Serbian extremist elements38. Together 
with representatives of the Chetnik move-
ment from Montenegro, Metodije awarded 

Miroslav Talijan, commander of the 72nd 
Special Operations Brigade. On that occa-
sion, Talijan was granted the title of vojvoda39.
Kiriyenko’s previous ties to Rosatom and his 
supervisory role within the Directorate for 
Strategic Partnership and Cooperation are 
indicative from the perspective of foreign 
malign influence. Russian nuclear energy 
and the state-owned company Rosatom are 
not subject to direct EU sanctions. This 
fact has opened space for official Moscow 
to preserve or expand its operational reach 
in the near abroad. Within the model of 
projecting foreign influence, nuclear energy 
represents a new form of Russian hybrid ac-
tivity. Nuclear projects create decades-long 
dependence of the recipient state on Russian 
fuel, technology, personnel training, mainte-
nance, regulatory expertise, financing, and 
political coordination. The best example of 
such an approach is Hungary’s Paks II proj-
ect. Based on the intergovernmental agree-
ment between Russia and Hungary signed 
in January 2014, Rosatom obtained the right 
to build two new nuclear units at the Paks 
site. The project envisages two Russian 
VVER-1200 reactors. Construction of the 
new unit began in February 2026, formally 
granting the project the status of a nuclear 
power plant under construction. Russia also 
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provided a state loan of up to 10 billion euros 
for the project, financing approximately 80 
percent of its total value40.
In this context, the opening of space for 
nuclear cooperation between Russia and 
Serbia should also be viewed. In February 
2025, then-Prime Minister of Serbia Miloš 
Vučević held talks with Rosatom Director 
General Aleksey Likhachev regarding coop-
eration in energy, healthcare, and other stra-
tegic sectors. In February 2026, Likhachev 
stated in Belgrade that Rosatom was pre-
pared to offer Serbia nuclear power plant 
construction projects, either as an almost en-
tirely Russian project or through an interna-
tional consortium41. Likhachev was awarded 
the Order of Saint Prince Lazar by Serbian 
Orthodox Church Patriarch Porfirije for his 
immeasurable contribution to the advancement and 
preservation of Christian culture and Orthodox 
heritage worldwide. He is also the director of 
the Russian foundation Christian Heritage and 
Culture42.

Potential cooperation between Serbia and 
Russia in the field of nuclear energy is also 
indicative in the context of the withdrawal of 
Russian capital from the Oil Industry of Ser-
bia (NIS). U.S. sanctions imposed on NIS 
due to Russian ownership in the context of 
the aggression against Ukraine resulted in 
demands for Gazprom Neft and Gazprom to 
exit the ownership structure. In November 
2025, the Government of Serbia announced 
that the United States was demanding a 
complete ownership restructuring involving 
Russian shareholders, namely the withdraw-
al of Russian ownership from NIS.
The DFC had previously documented how 
the conditions preceding the 2025 parlia-
mentary elections in Moldova were analo-
gous to the situation in Montenegro43. The 
Russian operation in Moldova relied on troll 
farms and fake social media accounts; the in-
strumentalization of the Orthodox Church 
for the dissemination of anti-EU propagan-
da; and the financing of pro-Russian candi-
dates through covert channels. The same 
operational playbook tested in Moldova was 
also employed in Hungary during the April 

2026 elections.

The DFC assesses that there is a realistic 
risk that identical or adapted patterns of 
activity could also be applied in Montene-
gro ahead of the 2027 parliamentary elec-
tions. Available indicators suggest that the 
network connected to structures backed by 
Sergei Kiriyenko will be involved in Monte-
negro’s 2027 electoral processes. Through 
coordinated activity across the information-
al, political, and socio-religious spheres, this 
network will seek to strengthen anti-EU 
narratives and support actors aligned with 
Russian and pro-Serbian interests.

Russia is gradually losing political influence 
in the Balkans, but precisely because of this, 
it is becoming increasingly willing to exploit 
every available opportunity to slow down or 
halt the process of European integration, 
deepen social divisions, and delegitimize 
the pro-Western orientation of the region’s 
states. Montenegro, as a NATO member 
and EU candidate country, remains one of 
the primary targets of such activities. Con-
sequently, the 2027 parliamentary elections 
will not merely represent an internal political 
contest, but also an important test of the re-
silience of Montenegro’s institutions, media 
space, and democratic order against external 
authoritarian influence.

The parliamentary and local elections in 
2027 require a comprehensive approach 
to protecting the electoral process, as the 
risks of foreign interference are not limited 
solely to disinformation or isolated influ-
ence campaigns. Malign foreign influence 
can operate simultaneously through the 
media, social networks, political actors, 
religious and identity-based narratives, fi-
nancial channels, regional proxies, and 
institutional weaknesses. For this reason, 
the response of the state, civil society, and 
the media must be timely, coordinated, 
and based on a clear assessment of risks. 
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  The first priority must be the establishment of an institutional mechanism for 
monitoring and responding to foreign interference in the electoral process. The Govern-
ment, Parliament, National Security Agency, State Election Commission, Agency for Elec-
tronic Media, Agency for the Prevention of Corruption, Ministry of Internal Affairs, and 
relevant regulatory institutions should establish a permanent coordination body for electoral 
integrity. This body would monitor risks related to foreign interference, exchange informa-
tion, identify potential incidents, and publicly communicate verified findings. It is particular-
ly important that foreign interference, information manipulation, and hybrid threats be for-
mally recognized as components of electoral security, as the existing institutional framework 
is still insufficiently adapted to the new nature of such threats.

 

  The second priority relates to completing electoral reform and closing legal 
loopholes that could be exploited for destabilization. Issues concerning the voter registry, 
residency requirements, campaign financing, media representation, digital advertising, 
and campaign oversight must be resolved before entering the most intensive phase of the 
pre-election period. Any changes to electoral rules must be implemented transparently, in-
clusively, and with the broadest possible political consensus. Unilateral or late-stage amend-
ments to electoral rules may become triggers for political crises, the delegitimization of the 
process, and hybrid pressure from third parties. Attention should be devoted to protecting 
the voting rights of the diaspora and preventing narratives that could transform the voter 
registry issue into an instrument of identity-based polarization.
 

  The third priority is strengthening transparency in political financing and pre-
venting covert foreign funding of campaigns. The experiences of European states demon-
strate that foreign influence increasingly operates not only through propaganda, but also 
through opaque support to political actors, associations, media outlets, influencers, consult-
ing structures, and digital campaigns. The Agency for the Prevention of Corruption and 
other competent authorities should strengthen oversight of political financing and campaign 
activities on social media platforms. It is necessary to introduce mandatory detailed report-
ing on digital advertising, the engagement of marketing agencies, political consultants, influ-
encers, and media intermediaries.
 

  The fourth priority is the systematic monitoring of information space. During 
the pre-election period, continuous monitoring should be established over traditional me-
dia, online portals, social media platforms, and more closed communication channels such 
as Telegram and Viber groups, as well as coordinated networks on platforms including X, 
Facebook, Instagram, TikTok, and YouTube. Monitoring should not focus solely on individ-
ual fake news stories, but rather on narrative patterns, coordinated behavior, artificial am-
plification, networks of fake accounts, the misuse of artificial intelligence, deepfake content, 
and attempts to discredit electoral institutions.

  The fifth priority concerns the accountability of digital platforms. State insti-
tutions, regulatory bodies, and civil society organizations should establish direct commu-
nication channels with major digital platforms before the beginning of the campaign. The 
objective is to ensure the rapid reporting of coordinated manipulation, impersonation of me-
dia outlets and institutions, deepfake content, paid political campaigns lacking transparent 
funding sources, and networks artificially amplifying polarizing narratives.
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  The sixth priority is the protection of the media environment. Montenegro 
must strengthen transparency regarding media ownership, financing, and editorial ties with 
regional political and business structures.

  The seventh priority is strengthening the cybersecurity of electoral and state 
institutions. The State Election Commission, municipal election commissions, the Ministry 
of Internal Affairs, voter registries, media outlets, and key state institutions must undergo 
security assessments of their information systems before the start of the campaign. It is nec-
essary to develop protocols for responding to cyberattacks, data leaks, DDoS attacks, the 
compromise of communication channels, or the publication of falsified documents. Atten-
tion should be paid to the possibility that cyber incidents could be exploited to spread nar-
ratives about the illegitimacy of elections, vote theft, or the inability of institutions to protect 
the process.

  The eighth priority is the strategic communication of the state. Institutions 
must not react only after disinformation becomes a dominant public issue. Clear communi-
cation protocols, public channels for verifying information, and rapid response mechanisms 
for incidents need to be prepared in advance. The State Election Commission, police, pros-
ecution authorities, regulatory bodies, and the Government must communicate precisely, 
promptly, and without political instrumentalization. Institutional silence during crisis sit-
uations creates space for manipulation, while inconsistent messaging further generates dis-
trust.

  The nineth priority concerns strengthening the role of civil society, academia, 
and independent experts. Organizations engaged in election monitoring, disinformation 
analysis, digital rights, media, and security issues should be incorporated into an early risk 
detection system. Civil society can play a key role in mapping narratives, uncovering coordi-
nated campaigns, educating citizens, and connecting with international networks monitor-
ing foreign interference.

Finally, Montenegro should develop a dedicated plan for protecting the 2027 electoral pro-
cess from foreign interference, bringing together institutional, regulatory, security, media, 
and societal measures. Such a plan should be aligned with European standards, recommen-
dations of the European Commission, and the experiences of states that have already faced 
intensive foreign influence operations. In this regard, the 2027 elections represent not only a 
political test, but also a security and democratic test for Montenegro. Their protection must 
begin before the formal start of the campaign, as hybrid operations are most often prepared 
long before they become visible to the wider public.
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